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25 April 1949 



70: Director of Intelligence, G3T33A 

3UBJEGZ: Proposed jfeaorandum for Chairman, USCIB, subject: 

Mutism Exploitation of COQKIIT. 



X. Sub Joe t memorandum, submitted by Chief, ASA, recommends 

that: 



a, A central CQftDVT evaluating unit he set up at one 
of the cryptanalytic processing agencies. 



b. this unit be responsible for the production of all 
intelligence based on CQXIVT and for the publication and 
dissemination of all ouch intelligence to U.S. government per- 
sonnel authorised to receive it. 



e. Bach TOC IB member contribute personnel to this 
©enter, such personnel to be administratively subordinate to 
their respective departments and operationally subordinate to 
the chief of the technical agency and to have the dual responsi- 
bility ef producing total lntolligonco for the national Security 
Council and intelligence of primary interest to their respective 
departments. 



A. that, upon the establishment of the central unit, 
ail existing eOMUPT evaluating units of the five U3CIB member * 
be dissolved. 



2. Attached to the subject memorandum is a staff study 
vhloh disc usses the Inadequacies of the present methods of 
handling COKXXT evaluation and dissemination and the advantages 
of the method recommended. It is obvious that, under the 
present system, maximum exploitation of COMUTT cannot be achieved 
and that, in theory, the recommendations mads in the subject 
memorandum would provide a swans of achieving full exploitation 
of this source. If submitted to OSCIB, however, the following 
alternative results oould be expected: 



a. The recommendations would be rejected, with navy 
and Air Force opposed on the grounds that such a proposal would 
preclude the operational control necessary to satisfy their 
intelligence requirements. 



tuf frtOKfcf -fo UfVl 
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b. fh& rocoamandationa would be accepted to principle 
bar $# this ease* the ultimate reooaaendatlons forwarded 

to tho Motional Security Council would probably toko tho 
following fOJWf 

(i) that a central evaluating and disseminating 
unit bo established under tin authority and dlrootioa of did. 

(11) That* since a COKIIT evaluating and dlssoal* 
noting unit of OKI la alraady in operation at CSAV* this oantral 
unit at looatod at Cftdlf. 

itoreeve r # if On reeoamendations of tho subject 
memorandum war* accepted by CSCIB* they night load to a rurthor 
reoemmendation that full responsibility for CQMMT processing* 
evaluation and diaaoaiaatlon bo given to CIA. 

3U Without roforoaoo to tho poaaiblo off oot of tho aubjeot 
memorandum on C8CIB, tho roe on ma nda t ions of that memorandum 
appear to bo objectionable to tho Department of tho Amy and 
tho national MLlitary Establishment on tho following groundat 

a. A single dopartaont within tho national Military 
Sstabllahaent would ham oporatlonal control of all COMUIT 
♦valuation and diatoalnatlon at tho Washington levelt and 
ultiaato control would bo in tho handa of a board which lnoiudoa 
non-military meabers and la roapenalblo to tho Motional security 
Council. 



b. The roooaaoadationa atato that personnel of tho 
oontral evaluating and dlsaoalnatlng unit would bo responsible 
for producing intelligence of primary Interoat to thoir respective 
dapartaonta. Mo provision la made* however* for dlrootlon or 
control by thaao dopartaonta of tho production and dlaaoalnatt a 
of auch intolligonoo. 

v 

0 . the roooaaondatlona atato that porsonnol of tho 
oontral unit would bo roaponalblo for producing total intolligonoo 
for tho national Soourity Counoll. Tho total intolligonoo 
rooulroaonts of tho Joint Chlofs of Staff are not aontionad and# 
under tho organisation aa recommended, the Joint Chlofa would 
bare no mans of dirootlng and controlling tho production and 
diaaottinatloa of auoh lntalllgonoa. 

d. The roooaaondatlona are node on tho aaaunptlon 
that two (or* eventually* throe) eryptanalytlo processing agonoioa 
will continue in existence, m thia oaao* tho location of tho 
oontral unit at one of tho technical agonoioa would only partially 
satisfy tho requirements for aaxlaua exploitation of COKXMT as 
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outlined In the staff study. Haven**, the reasons which 
lead to the conclusions on which the recommendations are based 
lead also to the eenoluslen that a unified dreed femes Security 
Agency should he established. 

*, Assuming that a unified dreed Femes Security Agency 
is established, the reememsndatlon* eade in the subject Memorandum 
could be applied within the national Military Xstabllobmsnt, 
as felloes * 

a. d central DOMXXT evaluating and disseminating unit 
eeuld be established at t3vt dreed Forces Security Agency, 
composed Of personnel contributed by the Army, Bavy, and Air 
Force, and operationally subordinate to the Chief, AF&gfirho, 

in turn, vould he subordinate to the Feint Chiefs ef Staff). 

b. The personnel contributed to the center by the 
three services could have the dual responsibility of producing 
intelligence for the foint Chiefs of Staff and intelligence ef 
primary interest to thsir respective services. Such an arrange* 
ment eeuld provide the Motional Military Establishment and the 
Feint Chiefs of Staff with that parties of total intelligence 
based on CCfl&BT which has been allocated to the Motional Military 
Establishment under the MIS. It would not provide the means for 
integrating those fields of intelligence which are currently 
allocated to the State Department aid CXA with the intelligence 
produced by thoJFSA unit. However, upon the establishment of 

a central nOMUT evaluating and disseminating unit within the 
Matlonal Military Establishment, the State Department and OXA 
eeuld be invited to contribute personnel to the central unit. 

The full advantages sutlinsd in the staff study attached to the 
subject memorandum vould thus be achieved without the danger ef 
loss of operational control by the national Military Establishment 

5« It is recommended that* 

a. The subject memorandum not be submitted to the 
Chairman, V3CXB. 

b. The attached memorandum, subjects Maximum 
of Communication Xntelllgencs within the Matlonal 

_ !fetAbllii>ffi»cnt . be suhlttcdto the (foief of Starr, with 

the redohbaiwi'datlon^EBat It be forwarded to the Secretary of 
Defense for consideration in conjunction with the report ef the 
Stone Board. 



Exploitation 
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mmmmm mm ms chief of staffs 

SUBJECT I rnximm Exploitation of Communication Intelligence 
within the Rational Military tetabllsbment. 



1. The Intelligence agenelee of the three aervice 
departments are presently engaged In the production of lntelH- 
gence based on COMUfT In their respective fields of primary 
interest end in the several fields in which all services have 

a common interest, thdsr this arrangement, the Joint chiefs 
cf Staff and the Secretary of Rational Defense are not provided 
with total Intelligence derivable from COHINT. 

2. A study has been tempered by ID, OSUSA, which examines 
present COMUfT exploitation and dissemination by the three 
services for the purpose of determining a method which sill 
insure fun exploitation of this source with maximum efficiency, 
security, timeliness, and economy, and which will provide each 
department with all essential COHINT required for Its own needs. 
The study demonstrates the close relationship between the 
production and the evaluat ion of COMUfT and concludes that 
maximum exploitation of COf&NT requires changes in present 
arrangements within the RMS, not only for evaluating and dissaml- 
nstlng, but also for eryptanalytie processing of COMINT. One 

of the recommendations made in this study la teat a unified 
Armed Forces Security Agency be established. This has been 
recommended by the Department of tee Army in tee Study of Joint 
Or ganlsatioas for the Production of Oossaaicatioh IhtelligeSoeT 
dated 55 Bee r f or r "the Secretary of Eefenee. tee 

reasons leading to tele recommendation in the attached staff 
stu&r are in addition t o th ose given In tee study of 50 Dec 43, 
which considered tee COMUfT problem only through the stage of 
eryptanalytie processing, tee full recommendations of the staff 
study are as follows « 

a. teat a unified Armed Forces Security Agency be 
established. 

b. teat a central COMINT evaluating unit be set up 
at the AFSA. 

c. teat this unit be responsible for tee production 
of InttUlgc&oo baaad on COURT and for tee publication and 
dissemination of such intelligence for tee SHE. 
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d. That each of the three service* contribute 
personnel to this o on tor, such personnel to bs operationally 
subordinate to the Chief, AFSA, and to have the dual responsi- 
bility of producing Intelligence for the JCS and intelligence 
of primary interest to their respective services* 

% if these recommendations vers adopted, the COHlirr 
requirements of the services and of the JCS could be met. The 
further step of Integrating political and economic vith military 
Intelligence could then be achieved by inviting the remaining 
members of the United States Communication Intelligence Board — 
State apartment and CIA «- to contribute personnel to the 
central evaluating unit at apsa. 

t. It Is recommended that this staff study be forwarded 
to the Secretary of Dsfense for consideration in conjunction 
with the study of Joint Organisations for the Production of 
Communication InteiliptonoeT 



2 

ivr bLoHtn 



pi lib | 

vurti 



■ \ 



PU 86-36/50 use 360 
EO 3.3(h)(2) 



©BB 



maximum mutmfxon of mam warns ms smtassL military 

*mssm uqt TgH tlUWP 
XaOXAOtAA GOlittaU 












l To examine present COMIHT exploitation 
i rtMw rac e to order to datar®ii mi * nt bad 



which will provide full exploitation of this source with the 
aaudnun efficiency, security, timeliness, and economy. 






ft. The MB annually expends approximately #55*000,000 
for the technical production of COHBiT roe material, It has 
roughly a MU, 000,000 plant investment in the facilities of A&A 
and CSAV# The establishment of a third technical agency by the 
Air Force la Imminent. 

b* £aoh of the departments of On MS main tains a 
COHXST evaluating and disseminating unit. For the scat port, 
the eerie of these three units is not coordinated and, to date, 
there has not been produced on integrated, comprehensive, CGHXHT 
estimate covering any given subject from the point of view of 
total JCS intelligence requirements* Under the present arrange* 
ment, there is no provision for the timely application of total 
CC8HHT to the intelligence requirements of the JfCS or the policy 
planners of the three services. 




5* Sftaoussion 

a* The unique and vital nature of 0QMIKT and the cost 
of CQHXHT production dictate that arrangements he established 
which insure maximum exploitation of this source. The present 
arrangements for the evaluation and dissemination of COiCDVT 
within the MS preclude such exploitation* They are not 
efficient, not secure, and not economical, sod, moreover, they 
fail to insure timely dissemination of Intelligence. 



produce and 



Efficiency * The three C0EHT evaluation units 
■mate a number of publications covering fields 



ORDER OF MTTIE (dray, Eavy, dir}? and special studies (all 
services}* These publications contain evaluated O0MX8* on 
various subjects* Occasionally, the same ran material* "evaluated 
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from the point of view of the service involved — Is used ns the 
basis for reports from tea or more of the units, to date, there 
has not bees produced an integrated CQMUfT estimate covering 
any given sublet from the point of vies of total intelligence 
requirements of the JCS. Ter example, there is not available 
to the JOS a combined CQHXHT estimate of the military e&pabllltles 
and industrial potential of the ossa. Hor, under the present 
arrangements, could a combined estimate be produced vlfch sufficient 
speed to males such an undertaking practicable. Policy level 
recipients of CGJdHT receive a variety of SHUT reports, ehich 
may duplicate, or conflict with, one another, and ehich the 
recipients themselves must synthesise. In addition to its 
separation from other COMIHT units, each of the three evaluating 
units functions more or less apart from the general intelligence 
units within Its service and, of course, from the general 
intelligence units of the other services. Such arrangements, 
although necessary for COMIHT security under present conditions, 
inhibit rapid, direct application of collateral Intelligence to 
COMIHT and militate against the timely production of total 
intelligence on a given subject both within and among the services, 

(2) Timeliness : Clearly, the value of all intelli- 

gence depends to a large extent on its timeliness. This is 
particularly true In the case of COMIHT, A message indicating 
impending attack disseminated after the fact is or academic 
interest only, under the present arrangements, however, the 
inevitable time-lag resulting from the separation of the three 
evaluating units from each other, and of each of them from one 
or both of the technical agencies, effectively reduces the 
chances of receiving such a message before it le too late to act. 
(It Is assumed as a strong probability that no single message 
will contain positive, self-evident indication of hostile intent — 
without evaluation on the basis of other information available 
at one or all of the intelligence unite.) In addition, the 
separation of evaluating and technical units makes impossible 
the timely preparation of basic COMIHT studies on subjects of 
joint interest end the maintenance of such studies at a current 
date level. 



( 5 ) See 
material to the Inti# I 



s The distribution of COMIHT raw 



_ noe units of the services and to the 
COMIHT units of state Department and CIA presents an obvious 
physical security hasard. The separation of these units from 
the technical agencies requires the publication of Individual 
message texts, notated so as to reveal the cryptographic system 
In which they were sent and the radio circuits from which they 
were intercepted— a practice which reveals the core of 03 COMIHT 
operations; specific status of cryptanaiytlo attack. The 
possibility cannot b e ignored that the rigid security measures 

I are a direct result of the insecurity inherent 
in the present CQHIIJT organisation in the United States. 
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(A) Economy! The existence of three COJIII? 
evaluating unite within 'the JOSE results in excessive expenditures 
for personnel and equipment and considerable duplication of 
effort* Dissipation of the limited* available, qualified manpower 
adversely affects the quality and quantity of CQMXST produced. 

In addition* the existence of several* separate evaluating 

units creates the need for publishing many copies of the COHERE 
raw material, for an extensive courier service, for several 
files of the same material, and for the publication by the 
technical agencies of many items which could have been discarded 
at the first stage of processing if an evaluating group had been 
close at hand to guide the wort of the technicians. 

b. the establishment of a unified Armed Forces 
Security Agency {as r sc ommeaded by the Department of the Army 
in the Study of yoint Organis a tions for the Production of 
Oosanniic&ilon' ^'fotelligpnce, ,, dhtfrd $6 'flee ' and of ¥ single 

ddiujPJ! evaluating ^ unit at that agency, would 

eliminate the disadvantages described above and would permit 
maximum exploitation of CCUCEHT within the HUE. 

|1) JBffloieney g 

{a} Such an arrangement would provide, at 
the very lea st, the physical conditions necessary for collaboration 
among the $$HEST evaluating personnel of the I0ME. 

(b) Basic COMIST evaluation would be Improved, 
for the following reasons! 

(1) The raw material would be evaluated 
at its source— an optimum condition for accurate intelligence 
production. 



(li) Integration erf other source intelli- 
gence with COXXNT would be facilitated. The technical agency, 
for cryptanalytio purposes, must maintain central files of 
Intelligence reports from all sources. The single evaluating 
unit, through the collateral files of the technical agency, 
would have direct access to the material from other intelligence 
sources now separately held by each of the three services. 

(ill) Exploitation of 0QHXWT in the fields 
of primary interest to each of the services would be improved 
by the proximity of evaluators to translators and traffic analysts. 

(o) eoiUST operations as a whole would be 
improved. The quick: and unimpeded exchange of new ideas, new 
developments, and new intelligence or technical requirements 
would greatly increase the efficiency of both technical and 
evaluating personnel. 
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(d) Finished OMSK Intel!! gene* could be 
available #» dissemination to policy level recipients In a 
form designed to moot their aeed#~l*e„ they could receive 
total OOMSf on a given subject, la mm synthesised report. 

<2) Timeliness i 

(a) The proximity of evaluating personnel to 
technical peroonnel would permit discarding of unimportant 
material at the earliest stages of cryptaoalyola and, la so 
reducing the mass of material folly processed, would expedite 
the processing of vital material, 

(b) Basic intelligence studies of Joint 
interest to all consumers could bo expeditiously initiated and 
currently maintained. 

(o) Elimination of the publication and 
delivery of many copies of OCaUBT raw material could cubs tan tlally 
reduce the time-lag between message solution and evaluation* 

{» Security t 

(a) fhe dlaaeminatlen of COMUfT raw material 
outside Use APSA could be reduced to a minimum. 

(b) Snow ledge of the degree of epeolfie 
oryptanaiytic success could mere easily be limited to corking 
personnel vttfc the need to knee, and, in the case of evaluating 
personnel of the WCR, confined to one installation* 

(b) Economy > 

(a) Discard of unimportant material at 
earliest stages of eryptanalytlc processing could reduce the 
total cost of intelligence produced in relationship to total 
material processed* 

(b) Publication cents could be materially 

reduced* 

(o) Duplication of Intelligence files, clth 
lbs attendant uneconemical use of limited space end personnel, 
and unnecessary duplication of effort at the technical and 
evaluation levels, could be eliminated* 

*» Conclusions * 



a* A unified Armed Forces Security Agency should be 
established. 
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b* A central COHIJJT unit should ho established at 
tha AFSA* w ith tbs responsibility tor producing intelligence 
based on GOSTO and disseminating such intelligence ter the HUB. 

c. Each of the three services should contribute 
personnel to this center, such personnel* under the direction 
of the Chief* AF3A* should psrfeim the dual function of producing 
intelligence for the «JC$ and intelligence of primary interest 
to their respective services. 

5. gecoaBaondations i It is reoonoMmded tbatt 

a. A unified Armed forces Security Agency be established* 

b. A central COMXH? evaluating unit be set up at the 

AF3A. 

c. This unit be responsible for the production of 
intelligence hosed on GOMXNT end for the publication and 
dissemination of such intelligence for the SMS. 

d« Bach of the three services contribute personnel 
to this caster* such personnel to be operationally subordinate 
to the Chief* AF3A* and to have the dual responsibility of 
producing intelligence for the JCS sad intelligence of primary 
interest to their reepee tive services* 
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